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Allow
Actions:
All S3, Sync store
Operations
Resource:
All resources within
these services

“Effect”:” Allow”, x

“Resource”:"*”

"Effect”: "Deny”,
“Action”: [“dynamodb:*"],
“Resource”: “x”

Deny
Actions:

All DDB Operations
Resource:

All resources

Action”:[“s3:*"],

X
55 %

"Effect”: “Allow”,
“Action”: [ cognito—sync:*"],
“Resource”: “x”
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Allow “Effect”:” Allow”,
Actions: “Action”:[“s3:PutObject”,”s3:GetObject”,”s3:DeleteObject”,
Certain operations “s3:ListMultipartUploadParts”,” s3:AbortMultipartUpload”],
) “Resource”:"arn:aws:s3::BUCKET_NAME/*”
Resource: |
One bucket, table .. {

"o

“Effect”:” Allow”,
“Action”:[“s3:ListBucket”,” s3:ListBucketMultipartUploads ],
“Resource”:”arn:aws:s3::BUCKET_NAME”

”w o

a

“Effect”: “Allow”,
“Action”: [“dynamodb:Getltem”, “dynamodb:Query”, “dynamodb:Putltem”],
“Resource” : [ “arn:aws:dynamodb:REGION:123456789:table/ TABLE_NAME”,

“arn:aws:dynamodb:REGION:123456789:table/ TABLE_NAME/
index/INDEX_NAME” ]
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Allow o
Act] . Effect : Allow ,
ctuons: "/,’-\ction"
Certain operations "
Resou rc_:e; _ “Resource”:”arn:aws:s3::BUCKET_NAME/Bob/*"
Within a bucket with ]
specific prefix (user) {

"Effect”:” Allow”,

“Action”:"s3:ListBucket”,
"Resource”:"arn:aws:s3::BUCKET NAME”,
“Condition”:{" StringLike”:{"s3:prefix”:"Bob/"}}

"Effect”:" Allow”,
“Action”:[“s3:ListBucketMultipartUploads™],
“Resource”:"arn:aws:s3::BUCKET NAME”
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isifamazon

0F webservices



PO ARUS—(CKBHBIBR (Policy Variables)

Allow
Actions:

All sync operations
Resource:

Only to that identity

Allow
Actions:
S3 Get/Put operations
Resource:
Only to a specific part
of bucket to that identity

{

“Effect”:” Allow”,
“Action”:” ,
“Resource”:[“arn:aws:cognito—sync:us—east—1:

{

123456789012:identitypool/
${cognito—identity.amazonaws.com:aud}/identity/
${cognito—identity.amazonaws.com:sub}/*"]

“Effect”: “Allow”,
“Action”: [“s3:GetObject”,”s3:PutObject”],
“Resource”: [“arn:aws:s3::

myBucket/amazon/snakegame/
${cognito—identity.amazonaws.com:sub}”]
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Step 1. New Identity Pool Step 1: New Identity Pool
Stop 2. Access Managament

Step 3. Start Coding Idantity pools are used to store end user identities, To declare a new identity pool, enter a unique name,

Identity Pool Name
Example: My App Name

Configure Identity Providers

Amazon Cognito recognizes tokens from these public identity providers. You need to specify the application provider identifier you plan to support in your application. You can
always change your selection of providers after your identity pool Is created, Learn more: Androld, 10S,

Amazon App ID  Optonal
Example: amzn1.application.188a56d827a7d6555a8b67a5d

Facebook App ID | Cptinnl
Example: 734624 1598935555

App IDEZIETE

Google Client ID | ©puonal
Example: 123456789012.apps.googleusercontent.com

Unauthenticated |dentities o

Amazon Cognito can support unauthenticated Identities by providing a unique Identifler and AWS credentlals for users who do not authenticate with an Identity provider, It your
application allows users who do not log In, you can enable access for unauthenticatad identities. Learn more: Android, iOS.

Note: If you do not enable access for unauthenticated users, the Amazon Cognito APl will not respond to any unauthenticated user requests.

Enable Access to Unauthenticated Identities

HATBEARFF TV o

@ 2008 - 2014, Amazon Waeb Sarvices, Inc. or Its affillates, All rights reserved., Privacy Pallcy Terms of Usa

| Feedback |
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Step 1. New Identity Pool Step 2: Identity and Access Management

Step 2. Access Management

Step 3. Start Coding Assigning a role to your application end users helps you restr, ]
you select specific roles for both your authenticated and unal
about 1AM,
By default, Amazon Cognito creates a new role with limited p Is

access to other AWS resources, such as S3 or DynamoDB, y

Assign Role to Authenticated Identities o

This role is used for end users who have logged in through a public identity provider.

JAM Role | Create a new IAM role O
Aole Mame @ Cognito_sampleAuth_DefaultRole (preview IAM role policy)

Assign Role to Unauthenticated Identities o

Unauthenticated end users automatically assume this role.

JAM Role | Create a new IAM role O

Role Name @ Cognito_sampleUnauth_DefaultRole (preview IAM role policy)

© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved. Privacy Palicy Terms of Use Feedback
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Step 1. Naw |dentity Pool Step 3: Start Using Amazon Cognito

Stap 2. Access Managament

Step 3, Start Coding
Congratulations, your Idantity pool has bean created! Here |s some code to halp you get started with the AWS Moblle SDK. We have pre-populated the idantity pool and role

variables for you, all you need to do Is copy and paste. Please refar to the Getting Started Guides to access your [dentity pool 1D and role ARNs in the future.

Note: For security reasons, tha pra-populated code below will not be saved. Wa recommand you download the coda by clicking the button below and keep It as referance,

£ Download Starter Code (Androld and 108)

Androld Starter Codo 108 Starter Code
If you haven't already, download and Install the AWS Moblle SDK,

Step 1: Import the Cognito libraries Into your class:

import com,amazonaws,android, auth, CognitoCredentialsProvider;

Step 2: Initialize the Cognito cllent:

CognitoCredentialsProvider cognitoProvider = new CognitoCredentialsProvider(
myActivity,getContext(), // get the context for the current activity
swTe . cws W Sam
"US~EOSE 1! e e e e —
"arn:aws:iam: ;aoiil sl siow role/Cogni to_sampleUnauth_Defaul tRole",
"arn:aws:Lam! tausssoswewaw: role/Cogni to_sampleAuth_DefaultRole"

pH
Step 3: Retrieve your identity 1D:
cognitoProvider.getldentityld();

Learn more about Amazon Cognito: Getting Started Gulde for Android,

@ 2000 - 2014, Amnazon Wab Survican, Inc, or |te affilintas. All rights reserved. Privacy Palicy Tarma of Use Feedback
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EJ Amazon Cognito  wumple ~

Edit Identity Pool

Identities this Month o Authentication Methods o
0 Cognito Syne helps you sync user data across devices, Get Unauthenticated 0.0% 0
started using the Moblle SDK: Androld, IOS Facebook Login 0.0% 0
Total Identities o
0 Google Sign-In 0.0% 0
Filters: Total Identities ~  Past 14 Days
|
0
Aug 12 Aug 13 Aug 14 Aug 18 Aug 16 Aug 17 Aug i Aug 18 Aug 20 Aug 21 Aug 22 Aug 23 Aug 24 Aug 28

Resources

Getting Started with Amazon Cognito

User authentication |s just the beginning. Learn how to store data in
o user's profile, synchronize It across all of thelr devices, and read it
with your developaer credentials to gain unique Insights into your
user base. The Amazon Cognito documentation will walk you
through the process.

Getting Started with Android | Getting Started with I0S

@ 2008 - 2014, Amazon Waeb Services, Inc. or Its affillates. All rights resarved,

I Total Identities

Learmn About the AWS M

Amazon Cognito is one of {
AWS Mobile SDK. Clients f¢
services are also included

documentation to learn ho Ap p I DG)EE (j:fféb\ 5 t\\ :BEJJE‘E

functional mobile applicati

Mobile SDK for Android | %IJ D % _C EIAM ROIQO)’E‘E(;Z:EJ

Privacy Palicy  Terms of Use Feedback |
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{
"Version": "2012-10-17",

"Statement”:[{
"Effect":"Allow",
"Action":"cognito-sync: *",
"Resource":["arn:aws:cognito-sync:us-east-
1:123456789012:identitypool/${cognito-
identity.amazonaws.com:aud }/identity/${ cognito-identity.amazonaws.com:sub}/*"]
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{

¥

"Wersion": "2012-10-17",
"Statement":[{
"Effect":"Allow",
"Action":"cognito-sync: *",
"Resource":["arn:aws:cognito:us-east-1:123456789012:identitypool/*"]
i
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11— R#l (Android) -

com.amazonaws.android.auth.CognitoCredentialsProvider;

// Credential Provider®#JEa{t;

CognitoCredentialsProvider credentialsProvider = new CognitoCredentialsProvider(
getContext(), // SMBETIFC I FTFRX hZIETE
“1234567890", // AWS)7HD> KID
“us-east-1 : XXXXXXXX=XXXX-XXXX-XXXX-XXXXXXXX", /] YER% L TzIdentity PooldID
“arn:aws:iam: : XXXXXXXXXX:role/YourRoleName”, /] REBIEL—Y (CEIDHTSIAM RoleDARN
“arn:aws:iam: : XXXXXXXXXX:role/YourRoleName” /] FREBEL—T(CEIDHTSIAM RoledARN

);

// Facebook 1—HTiRELE T DiHE

Map logins = new HashMap();

logins.put("graph.facebook.com", Session.getActiveSession().getAccessToken());
credentialsProvider.withLogins(logins);

X EEEBITIHRERBLTOET A EFIZIDTAONA S EZ R ALE-RTNEOEENNETT
XERIZ[ELoadertAsyncTaskFZ AWV -FEREAFIRVELTEETH L

BT
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J— K@l (i0S) |
10S

#import <AWSIOSSDK/AWSCore.h>

// Credential Provider®#JEa{t;

AWSCognitoCredentialsProvider *credentialsProvider = [AWSCognitoCredentialsProvider
credentialsWithRegionType:AWSRegionUSEast1
accountld:@"1234567890", // AWSJ)7H> KID
identityPoolId: @"us-east-1 : XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXX", // YEBk U fzIdentity PooldDID
unauthRoleArn: @”“arn:aws:iam: : XXXXXXXXXX:role/YourRoleName”, //Z i25E1—1 DIAM Role ARN
authRoleArn: @”arn:aws:iam: : XXXXXXXXXX:role/YourRoleName” //:2:E:8& 11— DIAM Role ARN

1;

// Facebook 1—HTiRELE I DiHE
NSString *token = FBSession.activeSession.accessTokenData.accessToken;
credentialsProvider.logins = @{ AWSCognitoLoginProviderKeyFacebook: token };

X EEEHITIXERBLTWET A, BANZIDTONAFEF AL NEBEOEENNETT
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Amazon Cognito Sync >—4%E€5 )L

AWS
Account
1:n
| . _ _
1 N BICFS AR —FHEFTET7ATUTAT47T—IL
Identitypool
1: n!
Identity - — = — — HJARTNARADI=—)ID%,
l A—AILTNARIZFx Yy aLEASISIRIZHRE
1:n
Dataset L — — — — dataset.synchronize()&FEH 971217 T,
- T—HR-tyhETINA ABTRHEA
1:n
——————H
Key/Valuef = = — — F=n\Ya=¢mERIIIE
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Dataset

« Fldentity(ZERAX20MBE T —FIRFOJHE
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— I (Android)

//CredentialsProvider &CognitoSyncClientd#JEE
provider = new CognitoCredentialsProvider(context, AWS_ACCOUNT_ID,
COGNITO_POOL_ID, COGNTIO_ROLE_UNAUTH,
COGNITO_ROLE_AUTH);

cognito = new DefaultCognitoSyncClient(context, COGNITO_POOL_ID, provider);

//DatasetZ{ERE LK (A —-T> U, Key/Valueflel X T —4 =B
cognito.openOrCreateDataset(datasetName);
dataset.put(key, value);

//BERIE DT
dataset.synchronize(new SyncCallback(){..});

BT
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d—R#l (i0S) i0S

// Credential Provider®#JEA{L

AWSCognitoCredentialsProvider *credentialsProvider = [AWSCognitoCredentialsProvider
credentialsWithRegionType:AWSRegionUSEast1
accountld:@"1234567890", // AWSZH > KID
identityPoolId: @"us-east-1 : X XXXXXXX-XXXX-XXXX-XXXX-XXXXXXXX", // Epk UT=Identity PooldID
unauthRoleArn: @“arn:aws:iam: : XXXXXXXXXX:role/YourRoleName”, //ZxR:BsE1—1DIAM Role ARN
authRoleArn: @"“arn:aws:iam: : XXXXXXXXXX:role/YourRoleName” //:R:sE& 11— DIAM Role ARN

1;

AWSCognitoSyncClient *syncClient = [[AWSCognitoSyncClient alloc] initWithConfiguration:
configuration];

//Datasetz/EpB U < (FA—-T> L. Key/ValueflelX T —4%3E0N
DataSet *dataset = [syncClient openOrCreateDataSet: @"myDataSet"];
NSString *value = [dataset readStringForKey: @"myKey"];

[dataset putString: @"my value" forKey: @"myKey"];

//EIRRYLIE D EST
[dataset synchronize];

fiEramazon

¥ webservices




21EFADSYNncronize

« synchronize
— BRI RNEERIGERETS OB IED TEEIT INEND

Zs
— dA=ILeNBdEOTTREDEENpullcN. O—HDILDOEE(E
push&=isd

« synchronizeOnConnectivity
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— AWS SDKMS#I|H
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E)I\AIV7 TV —2 3> ERRRICWeb7 T U o —

 Java. .NET. PHP. NodelS. JavaScript (Client Side)

Mobile SDK&[a *%(L_IDJ
o> —4~EIEAHEIEE
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JavaScripti > )L

// AWSF7H D> KID. Identity Pool ID. FR:E/ZREVEEEF(CEI D ZHTSIAM Role(ARN)ZHETE LT/ S X —S1ERL

/] LUF C(EFacebook 1 —H%=REEFE 1 —H & U TER

AWS.config.region = ‘us-east-1’; // U—=3>DIEE (WIA)

AWS. config.credentials = new AWS.CognitoldentityCredentials(
AccountId: "YOUR_AWS_ACCOUNT_ID",
RoleArn: "arn:aws:iam::6157xxxxxxxx:role/a_valid_aws_role_arn",
IdentityPoolld: "YOUR_COGNITO_IDENTITY_POOL_ID",
Logins: {

graph.facebook.com : facebookResponse.authResponse.accessToken

b

)i

// Cogniton 535 =NZIDDES
AWS.config.credentials.get(function(err) {
if (terr) {
console.log("Cognito Identity Id: " + AWS.config.credentials.identityld);
b
1)
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JavaScripty > )L (Sync)

// Sync
var cognitoSyncClient = new AWS.CognitoSync();
cognitoSyncClient.listDatasets({

IdentityId: AWS.config.credentials.identityld,

IdentityPoolId: "YOUR_COGNITO_IDENTITY_POOL_ID"
¥, function(err, data) {

if (lerr){

console.log(JSON.stringify(data));

b
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« Amazon Mobile Analytics
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AWS Mobile SDK
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Amazon CloudFront
Th (Device Detection)

AR R )1 [}
Amazon SNS
h Mobile Push

BT —HIDREF

Amazon DynamoDB
(Object Mapper)

T—DYUTIVI A LT

Amazon Kinesis

=== (Recorder)

.,.\\:

amazon

webservices



Amazon Mobile Analytics&(?
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o OS5 T4IRLIR—BECSVIEERDFT—4F45 > 00— RaEigft
- F7TFULs—> 3> f8I(FAmazon Mobile SDK&EHEMADTE T
— CognitodIdentity Poolt UL (FIAMI1—HZHE I BT TH AR

« ERNMNDRT—TT)L
— FT—AEZTES 2560 UAANIC LR— MR
- BEROI—YH NSO HEANRD MNBEZEINE - LIET]EE

« TS DFE
- IEURET -3, EEHOBRAIEEIUL

e OOXRTSYENIA—LA
- B1EFT)\1X. OS (Android, iOS, FireOS) M5F —4 % iX{=E0]EE

_ NIy
ffrramazon
¥ webservices



LiR— b

» —HYEY(CE /,\Ja_ﬁc_t@%b\x NUODX(EANXRZ
F— ek, BEINICEE - B

— Daily Active Users (DAU), Monthly Active Users (MAU), $i#&
J1—Y

— Sticky Factor (DAU + MAU)

— Session# & DAUHIZED DY S 3 248

— Average Revenue per Daily Active User (ARPDAU)

— Average Revenue per Paying Daily Active User (ARPPDAU)
— 1, 3, 7H®DRetention

- 1, 2, 33 B®D Retention




5 Amazon Mobile Analytics Demo App ~ Filters: 06/11/14 - 06/17/14 ¥ All Platforms ¥

Overview Active Users Sessions Revenue Retention Custom Events 9
Lifetime Users o Lifetime Value Per User o
505,616 i0s:84,547 Android: 382,456 Fire OS: 38,613 $0.65 USD i0s:52.15USD Android: $0.38 USD Fire OS: $0.05 USD

Daily Active Users (DAU) © Monthly Active Users (MAU) © New Users 6

Avg. 2,914 | Change ~4.7% Avg. 5,577 | Change ~0.6% Avg. 1,108 | Change «28.1%
2,870 3,005 5,566 5,599 974 1,248
Sticky Factor 6 Total Sessions 6 Day 1 Retention 6
Wt. Avg. 0.52 | Change «4.1% Avg. 4,112 | Change «5.7% Avg. 140 | Change ~2.9%
0.52 0.54 3,883 4,106 138 142
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IAM/RU S —

 AnalyticsZz %l

{

"Statement": [{
"Effect": "Allow",
"Action": "mobileanalytics:PutEvents",
"Resource"; "*"

7]
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J—R#l (Android) Iﬁl
« AndroidManifest.xmIlCATFD)\—=w= 3>
s =1)]1

<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />

« LUIFDUZA%Zimport
5> T)LTlELogO S REFIRITDIDTING
Import

import com.amazonaws.android.mobileanalytics.*;
import com.amazonaws.android.auth.CognitoCredentialsProvider;
import android.util.Log;




J— kR4l (Android) |ﬁ|
» Mobile Analytics Client/\N(DZHE & L CStatic
2% 1B
HONET. BIEFEDRILAR MEUTHERE
IIDENBEMUTHL

private static AmazonMobileAnalytics analytics;
private static final int STATE_LOSE = 0;
private static final int STATE_WIN = 1;
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11— R#l (Android) -

/] 7707« EF« MonCreate() TCognitoZ 51 77> hZ#EME L. TDEAmazonMobileAnalytics-1 > X5 > X & ERk. l'l
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
CognitoCredentialsProvider cognitoProvider = new CognitoCredentialsProvider(
getApplicationContext(),
AWS_ACCOUNT_ID,
COGNITO_IDENTITY_POOL,
"arn:aws:iam::AWS_ACCOUNT_ID:role/UNAUTHENTICATED_ROLE",
"arn:aws:iam::AWS_ACCOUNT_ID:role/AUTHENTICATED_ROLE"
)

try {

AnalyticsOptions options = new AnalyticsOptions();

options.withAllowsWANDelivery(true);

analytics = new AmazonMobileAnalytics(
cognitoProvider,
getApplicationContext(),
"yourCompany.yourAppName",
options

} catch(InitializationException ex) {
Log.e(this.getClass().getName(), "Failed to initialize Amazon Mobile Analytics", ex);
b
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11— R#l (Android) Iﬁl

/] By 3a> AR Neigixd Dfzsb(ConPause() EonResume()Zoverride L. Analyticsd1— Rz T D
/] PTUT—<3>NDET7I57+« EF« DonPause() EonResume() TEBRD C &2 T INENHD

@Override
protected void onPause() {

super.onPause();
if(analytics '= null) {
analytics.getSessionClient().pauseSession();
//Attempt to send any events that have been recorded to the Mobile Analytics service.
analytics.getEventClient().submitEvents();
b
b

@Override
protected void onResume() {
super.onPause();
if(analytics '= null) {
analytics.getSessionClient().resumeSession();
b
b
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BRI LAN> MDOOI— R (Android) |ﬁ|
« TJLAY—DLN)LIHH > IElRFICZDIBHRZE
R LARD ~EUTERER

/] TLAT7—DLNILDGR > EBFUHEINDI AV Y R
public void onLevelComplete(String levelName, String difficulty, double timeToComplete, int playerState) {

// Level Complete EWNDHIRY LA R SDVERK
// attribute & U CLevelName & Difficultyd2>D. metrics& U CTimeToCompleteZEE
AnalyticsEvent levelCompleteEvent = analytics.getEventClient().createEvent("LevelComplete")
.withAttribute("LevelName", levelName)
.withAttribute("Difficulty", difficulty)
.withMetric("TimeToComplete", timeToComplete);

//attribute Emetrics(Fadd 27— b X2 bZER U TENMNT D EHRIEE

if (playerState == STATE_LOSE)
levelCompleteEvent.addAttribute("EndState", "Lose");

else if (playerState == STATE_WIN)
levelCompleteEvent.addAttribute("EndState", "Win");

//Record the Level Complete event N

analytics.getEventClient().recordEvent(levelCompleteEvent);




PRI LAN bDOI—RHI (Android) am

// onCreate() DR (CTIFEDIIREY LA R MO I UURZIEN l'
protected void onCreate(Bundle savedInstanceState) {

this.onLevelComplete("Lower Dungeon", "Very Difficult", 2734, STATE_WIN);
b
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o Twitter: @awsformobile

« JOU
— http://mobile.awsblog.com/
e RFaX> b

— Amazon Cognito:
https://aws.amazon.com/documentation/cognito/

— Amazon Mobile Analytics:
https://aws.amazon.com/documentation/mobileanalytics

/
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http://mobile.awsblog.com/
https://aws.amazon.com/documentation/cognito/
https://aws.amazon.com/documentation/mobileanalytics/
https://aws.amazon.com/documentation/mobileanalytics/
https://aws.amazon.com/documentation/mobileanalytics/
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« AWS U5 R —EXE
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— http://aws.amazon.com/jp/aws-jp-introduction/
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Amazon S3

Amazon Glacier

Amazon Route 53
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Amazon Simple Storage

Service (S3)
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