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n] {Information] [7036] [Service Control 312 local] [The Software Protection service entered the running state |
14:57:16 [System] [Information] [7036] [Service Control manager] [WIN-3AMEGUMMNLG. aetaunve-aatest2. local] [The Software Protection service entered the stopped state ]
15:17:32 [System] [Error] [1111] [Microsoft-Windows-TerminalServices-Printers] (WIN-3AMBGUMMNLG defaultvc-adtest2 local] [Driver Microsoft Print To PDF required for printer Microsoft Print
15:17:33 [System] [Information] [7036] [Service Control Manager] [WIN-3AMBGUMMNLG defaultvc-adtest2 local] [The Device Setup Manager service entered the running state ]

15:17:35 [System] [Error] [1111] [Microsoft-Windows-TerminalServices-Printers] [WIN-3AMBGUMMNLG. defaultvc-adtest2 local] [Driver Send to Microsoft OneNote 16 Driver required for printer ¢
15:19:35 [System] [Information] [7036] [Service Control Manager] [WIN-3AMEGUMMNLG defaultvc-adtest2 local] [The Device Setup Manager service entered the stopped state ]

M= s = == = === = == s —— s = ===

1511735

» [System] [Error] [1111] [Microsoft-Windows- TerminalServices-| Prlnlers] [WIN-3AMBGUMMNLG.defaultvc-adtest2 local] [Drwer Send to Microsoft OneNote 16 Driver required for printer ¢

» 15:19:35 [System] [Information] [7036] [Service Control Manager] [WIN-3AM8GUMMNLG defaultvc-adtesi2.local] [The Device Setup Manager service entered the stopped state.]

» 152109 [System] [Information] [7036] [Service Control Manager] [WIN-3AMSGUMMNLG defauitve-adtest2 local] [The WInHTTP Web Proxy Auto-Discovery Service service entered the stoppec

» 153457 [System] [Error] [36888] [Schannel] [WIN-3AMBGUMMNLG.defaultve-adiest2.local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

» 15:34:57 [System] [Error] [36868] [Schannel] [WIN-3AMEGUMMNLG. defaultvc-adiest2.local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

» 154004 [System] [Error] [36888] [Schannel] [WIN-3AMSGUMMNLG defaultve-adtest2 local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

»  15:40:04 [System] [Error] [36888] [Schannel] [WIN-3AMBGUMMNLG.defaultve-adiest2.local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

» 15:54:42 [System] [Information] [7036] [Service Control Manager] [WIN-3AMEGUMMNLG defaultvc-adtest2 local] [The WinHTTP Web Proxy Auto-Discovery Service service entered the running ,
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["version":"0" "id":"ddc5ede5-faB9-4b20-ab13-504e 3a20df39" "detail-type ! N mon k H.f" }
CloudTrail","source™"aws.signin”,"account™"029845397858","time":"2017-( LI S'E r E mE = a 2 L'I a
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[} 2097 10063a75¢ nitpi4ea0 unt @ alb'97 1006375291200 i
. 971606a75¢01 i 615020656 Time @ app/ujikuratest-aib/oT 20b targetgroupo-hitp/ a HealhytosiCount
[} 97160627501 it £15ba0656 HTTPCode_Target_2XX_Count @ /97 1b05 3275 ’ £15ba0658 HTTPCode_Target_4XX_Count
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v LoadBalancer (13) FAAFEYT ¢/~ (AvalabllityZone)  TargetGroup AY IR

< appifujikuratest-alb/87 16063a75c912bb ap-northeast-1a targelgroup/to-htip/4eB0706815ba0658 RequestCount

¥ applfujikuratest-alb/87 1b063a75c912bb ap-northeast-1a targetgroup/to-htip/4eB0706815ba0658 HealthyHostCount

v applfujikuratest alb/97 1b063a75c912bb ap-northeast-1a targetgroup/to-hiip/4eB0708815ba0858 TargelResponseTime

v appffujikuratest-alb/a7 1b063a75c912bb ap-northeast-1a targelgroup/o-htip/deB80706815ba0658 UnHealthyHostCount

| applfujikuratest-alb/87 1b063a75c912bb ap-northeast-1a targelgroup/to-htip/4eB0706815ba0658 HTTPCode_Targst_2XX_Count
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v appiwal5cAb2cBD55984206 ap-northeast-1a targetgroup/TEST-Target-Grouplechc7dfbg8s  RequestCount

| appiwa/5c4b2c6055984206 ap-northeast-1a getgroup/ TEST-Target 7df988  HealthyHostCount



CloudWatch(Cxind dAWSH—E X

AWS H—EZX HAIZERM AWS H—EZ HZEIZ
Amazon API Gateway AWS/ApiGateway Amazon EMR AWS/ElasticMapReduce
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Amazon CloudFront AWS/CloudFront S AWS/KinesisAnalytics
Amazon CloudSearch AWS/CloudSearch AWS/Firehose
Amazon CloudWatch Events ~ AWS/Events AWS/Kinesis
AWS/Lambda

Amazon CloudWatch Logs AWS/Logs AWS/ML
AWS Database Migration AWS/OpsWorks
Service AWS/Polly
Amazon DynamoDB AWS/Redshift
Amazon EC2 AWS/RDS
Amazon EC2 Containe

- AWS/Route53
e R SRRl etd Advanced AWS/DDoSProtection

Amazon Elastic Block Sto szon Simple Email Service AWS/SES

Amazon Simple Notification

Service AWS/SNS
Amazon Simple Queue Service AWS/SQS
Amazon Simple Storage Service AWS/S3
Amazon Simple Workflow
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Amazon Elastic Transcoder 4/ElasticTranscoder AWS Storage Gateway AWS/StorageGateway
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Log Group

Log Stream

Web Server
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web003.ap-northeast-1

og Event

AUOTHATHUTCH  riul
NMOTHATHUTCS o
AUOTHTBUICH vl
AHTAITNBUTCH >

AMOTHTBUTCS vl

AUOTATNHBUTCS i

AVOTHTABUCH  Hiul
WAOTHATNBUTCH vl

04TATAHUTCH  viul
AMOTZATHRUTCY vl
WHTAITHUTCHY  ril
AMITAITNHUTCH vl
AMITHITNHUTCH  »

04 kerne1: inklog 5.8.10, log sauree @ Jproeshast started.

o4 eerslond: forigin softaares
ot kernel: [ 0.000000) Initiat

Toid” subersion="5.6.10 e

caroun sibyrs couset

o4 karrw1 [ 0.000000) Initiatizing caroup sbsrs cou

06 kel | 0.000000) Initalizing caroun subavs couacet

5 06 karne! [ 0.000000) Linur version 3.10-42+92145.auzel 18854 (aockdu 164mbi-bul I6-54008) (

20 00:07:00 i510-0-10-108 ko2 [ 0.000000) Ceanand lines rontzLABELS/ eonsolestiybh
24 05:07:00 ip+10-0+ 104104 kernel: [ 0.000000) o620: B106egravided hysical RAY map
20 00000000E0000000- D AIC00000

B0 - 10-0-10-104 ke | 00000000 B10G-o82 00000000EONS6000-DHOIOONNIHE 1] resorved

0 i-10-0-10-104 kernel2 [ 0.000000) BI0S- sahle

104 kernel: inklog 5.8.10, log source @ forucshasg starl

104 rsyelog: [origin soflvare="reyslogd” sulersion="5.8.10° r-pid="1531" xenfo="betp:/fove.rayms
104 ernel [ 0.000008) Initilizing coreup subeys cousel

104 karrn12 [ 0.00000) Initiaizing caroup sy cou

104 kerne = [ 0.000060) Initializing coroup subsrs couasst

T 104 kerme 12 [ 0.000000) Linux version 3.10.40-50.165.man1 b6 64 (vockbul | ébgobi-bul I4-6443) (
24 080700 5-10-0-10-104 kerne1 [ 0.000000) Canard i
0+10-104 kerne|: [ 0.000000) e620: B106-orovided physical BAY wip:

' OO0DONCONONN- D ODIODNt
O0NDNENSO000-DOEOICONIS 1] cosorned

LzLIEELs/ consolesttyS0

2 08:07:00 ip-
24 QRO7I00 i5-10-0-10-104 kerne13 [ 0.000000) BIGG- 20
10-104 karowl [ 0.000000) BIS- 032

uible

2 0070

04 keroel: Inklog 8.0.10, log saurce = forocshasg starled.

13817 weinfoz"etes ooy

04 reveloat: (oriain sof tnare=reyslond” slersion="5.8.10" .
04 kornel2 [ 0.00000) Initializing exreup subs couset

ot karoe12 [ 0.00000) Initiaizing carop sy cou

04 kernel2 [ 0.000000] Initlal
24080700 fpe10-0r10-104 kerne = [ 0.000000] Linwx wersion 3.10.42-50.145.anzn1 .8 54 vockbulletzodi-hul I e-6as) (
24 G000 ipe10-0-10-104 w1 [ 0.00000)
10 ip10-0-10-104 kerne I [ 0,000000) e520; B106-provided shysical RAY mp:

28 0000 is10-0-10-104 kel [ .000000) BIG- 520 [nen D:0D0D000000000000-e OO0
AT 510G 10-104 erowl | 0.000000 BIOS-4620 (non DOVIGHIO0R00000-Du00OLCON00NNETT) roserved

Ing carmn ssbivs counsel

=/ oottt

ird |inst rooloLI

0501




O DORTERAR]
CloudWatch Logs(3O2 OiRFHAR Z 5% & n] &€

Log Groups

Create Log Group

Log Groups
O CloudTrail-virginia
O Linux-Secure-Logs
O Linux-Sysytem-Logs
O Windows-Log-Group
O Windows-3QL-Logs

Delete Log Group

Expire Events After
MNewver Expire
Never Expire
Newver Expire
MNewver Expire

| Mever Expire

Never

1 day

3 days

5 days

1 week (7 days)

2 weeks (14 days)
1 month (30 days)
2 months (60 days)

3 months (90 days)
4 months (120 days)
(

£ months (150 days)
6 months (180 days)
1 year (365 days)

13 months (400 days)
18 months (545 days)
2 years (731 days)

5 years (1827 days)
10 years (3653 days)

Metric Filters
1 filter
0 filters
1 filter
0 filters
0 filters
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CloudWatch CloudWatch > O44),—2 > Default-Log-Group > §-0200505423fece8db
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n] {Information] [7036] [Service Control 312 local] [The Software Protection service entered the running state |
14:57:16 [System] [Information] [7036] [Service Control manager] [WIN-3AMEGUMMNLG. aetaunve-aatest2. local] [The Software Protection service entered the stopped state ]
15:17:32 [System] [Error] [1111] [Microsoft-Windows-TerminalServices-Printers] (WIN-3AMBGUMMNLG defaultvc-adtest2 local] [Driver Microsoft Print To PDF required for printer Microsoft Print
15:17:33 [System] [Information] [7036] [Service Control Manager] [WIN-3AMBGUMMNLG defaultvc-adtest2 local] [The Device Setup Manager service entered the running state ]

15:17:35 [System] [Error] [1111] [Microsoft-Windows-TerminalServices-Printers] [WIN-3AMBGUMMNLG. defaultvc-adtest2 local] [Driver Send to Microsoft OneNote 16 Driver required for printer ¢
15:19:35 [System] [Information] [7036] [Service Control Manager] [WIN-3AMEGUMMNLG defaultvc-adtest2 local] [The Device Setup Manager service entered the stopped state ]

M= s = == = === = == s —— s = ===

1511735

» [System] [Error] [1111] [Microsoft-Windows- TerminalServices-| Prlnlers] [WIN-3AMBGUMMNLG.defaultvc-adtest2 local] [Drwer Send to Microsoft OneNote 16 Driver required for printer ¢

» 15:19:35 [System] [Information] [7036] [Service Control Manager] [WIN-3AM8GUMMNLG defaultvc-adtesi2.local] [The Device Setup Manager service entered the stopped state.]

» 152109 [System] [Information] [7036] [Service Control Manager] [WIN-3AMSGUMMNLG defauitve-adtest2 local] [The WInHTTP Web Proxy Auto-Discovery Service service entered the stoppec

» 153457 [System] [Error] [36888] [Schannel] [WIN-3AMBGUMMNLG.defaultve-adiest2.local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

» 15:34:57 [System] [Error] [36868] [Schannel] [WIN-3AMEGUMMNLG. defaultvc-adiest2.local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

» 154004 [System] [Error] [36888] [Schannel] [WIN-3AMSGUMMNLG defaultve-adtest2 local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

»  15:40:04 [System] [Error] [36888] [Schannel] [WIN-3AMBGUMMNLG.defaultve-adiest2.local] [A fatal alert was generated and sent to the remote endpoint. This may result in termination of the ¢

» 15:54:42 [System] [Information] [7036] [Service Control Manager] [WIN-3AMEGUMMNLG defaultvc-adtest2 local] [The WinHTTP Web Proxy Auto-Discovery Service service entered the running ,




CloudWatch Logs Metric Filter
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CloudWatch Logs Metric filter syntax
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 Common log format

* JSON {



Metric filters — SEFFID—E

Filter examples
 Error
* “Invalid user”
* NullReferenceException “main(”

Notes
- ANDIRZR
o XFHNDT)L—T1t. FEFLUNDIERZR(T “”
e Metric(dHIROIZNCFHiI=ND

B



Metric filters — Common log format

Log examples

[11/Nov/2014:02:00:14 +0000] 10.15.128.6 "GET HTTP/1.1" 200 108 33 "S3Console/0.4"

127.0.0.1 user-identifier frank [10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0"
200 2326

Filter example
[Timestamp, IPAddress, Header, HTTPCode=4", ...]

Notes
o UPITERENTLRWVERD, ZEXFHRYIDF ELED
- fEDHHE N AIEE



Metric filters — JSON

Filter examples
{$.errorCode = “AccessDenied” || $.errorCode = “UnauthorizedOperation”}

{ $.eventType = "UpdateTrail" }

{ $.sourcelpAdress = 123.123.* }
{ $.arrayKey[0] = "value" }

{ $.objectList[1].id=2}

Notes
e {YCTHTEISONE U TEHEEND
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 CloudWatch Events
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CloudWatch Events

’—-------------\

Amazon
SQs

CloudTrail

AWS
Lambda

« Amazon EC2

= g

Auto Scaling

Amazon
SNS

"

CloudWatch

Events @

EC2 Systems
Manager g
Event

AWS Step
Rule Functions

_-----------,

AWS Support Events

/

T T Ty

Event Source Target




AN MY —ADiER

EC2 Instance states change notification
* Pending/Running/Shutting down/Stopped/Stopping/Terminated
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 Launch Successful / Launch Unsuccessful
Terminate Successful / Terminate Unsuccessful
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