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1)  Why  does  security  come  first  in  cloud  adoption?

AWS  Job  Zero New  Territory IT  Security  is  
Traditionally  Hard



2)  Why  is  security  traditionally  so  hard?  

So  much  planning Slows  down  feature  flow



3)  Why  so  much  planning  which  takes  so  long?

So  many  processes So  many  hand-­offs Built-­in  pauses



4)  Why  so  many  processes?  

Processes  detect  
unwanted  change

Visibility,  control  and  
quality  are
essential

Reduce  impact  of  failure



5)  Why  are  change  detection  and  low-­risk  changes  
so  difficult?  

Lack  of  visibility No  stimulus+response Low  degree  of  automation



So  where  does  AWS  come  in?  

AWS  makes  security  faster Lets  you  move  fast  but  stay  safe



1)  Secure,  Sensible  Defaults  -­ Access

IAM  Users,  Groups,  Roles

Managed  and  inline  policies

Versioned  IAM  policies

Multi-­factor  authentication

Workforce   lifecycle  management  (SAML  Federation,  Connected  Directory)
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1)  Secure,  Sensible  Defaults  -­ Network

Virtual  Private  Cloud

DirectConnect &  Virtual  Private  Gateway

Routing  control  – private  and  public    subnets

IAM  policies  limit  who  can  launch  instances  by  trust  zone

Security  Groups











2)  Improve  Trust  &  Accountability  with  Better  
Visibility  

AWS  CloudTrail

AWS  CloudWatch Logs

AWS  Config

Tagging

Asset  Management  
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About  Totango

• A  Customer  Success platform

• What is Customer  Success?

• A  SaaS  solution that provides analytics for Saas

companies

• About 150  Customers
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Totango’s Architecture  In  the  Past
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Then  Came  The  “Microservices”



The  Problem

• P:Service creation/removal becomes a daily proces
s – heavy load on OPS team

• S:OPS team enables automated service creation (p
owered by AWS 
– CLI, Fabric and Chef)

That leads to a bigger problem…



• Configuration mistakes can lead to severe sec
urity risks.
– What happens if a service created is unsecured to the internet?

The  Problem!!!



What  is  Dome9

• Security  Visualization,  Monitoring  and  
Management  for  AWS
– Agentless;;  SaaS;;  Security  focused  UI;;  Made  in  Israel



The solution by Dome9

• Simplified  Security  State  Visualization
– Unified  Security  UI  for  multiple  AWS  accounts
– Developer  logins  for  self-­service  dynamic  access

• Continues  Alerting  and  Monitoring
– “Alert  when  Instance  tagged  PROD  has  RDP/SSH  open  to  
new  external  IPs”

– “Alert  and  Revert  network  changes,  that  are  NOT  done  
through  Dome9  UI”

– “Alert  and  Revert  changes  to  non-­active  AWS  regions”



Summery



3)  Inherit  compliance  and  controls

Map  AWS  certifications  into  your  enterprise  GRC

Recognized  industry  audit  standards

Jurisdiction

Regulatory  and  contractual  options  (FedRAMP,  HIPAA  Business  Associate  Addendum,  
EU  DPD  Data  Protection  Addendum,  PCI  Attestation  of  Compliance)  



4)  Ride  the  pace  of  innovation

Find  projects  in  your  3-­year  strategy  where  we  are  innovating  and  let  us  do  it

Most  companies  do  not  encrypt  content  internally

Encryption  is  built  into  EBS,  S3,  RDS,  Redshift,  Glacier,  Elastic  MapReduce,  and  more

Key  Management  Service  give  you  more  control  and  visibility  at  cloud  scale

We  launched  ~190  security-­related  features  last  year



5)  Much  Smaller  Batch,  Faster  Changes  

CloudFormation

Infrastructure   as  code,  checked  into  source  code  control

Route53  or  ELB  cutover  in  deployments

Elastic  Beanstalk  application  versions

Integrate  teams  across  functions  -­ less  hand-­offs  between  teams,  but  far  greater  
awareness  and  control  of  lower-­risk  changes
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6)  Reduce  the  impact  of  failure

Multi-­Availability  Zone  deployments

Use  multiple  regions

Replicate  data  – S3,  EBS,  RDS

Lifecycle  policies  

Auto-­scaling  

Auto-­recovery



7)  Further  improve  automation

Access  and  deployments  are  no  longer  performed  by  people

EC2  Instance  Profiles  and  service  roles  (Security  Token  Service)

AWS  CodeDeploy

Amazon  EC2  Container  Service

Continuous  Integration  &  Deployment

Extends  to  on-­premises  workloads





CodeDeploy package  specification Amazon  EC2  Container  Service  Task  Definition



Automate  security  operations

-­ Secret  and  configuration  management.
-­ Test  backup  and  restore
-­ Perform  intrusion  detection  on  launch/retire
-­ Validate  running  deployments  against  expectations  and  human  approvals

On  success:  retire  instance.
On  failure:  call  a  human.



8)  Make  security  actionable

Review  what  matters

-­ Internet  Gateway
-­ Identity  and  Access  Management
-­ VPC  – Subnet  and  NACL  changes
-­ Security  Groups

Shut  things  down  automatically

Assess  what  changes

Roll-­back  automatically

Use  Lambda   for  event-­driven  security



Benefits  of  IT  Security  on  AWS

Higher  degree  of  visibility,  transparency  and  accountability  (secure  and  can  prove  it)

Higher  degree  of  trust  and  autonomy

Significant  reductions  in  long-­term,  privileged  access

Focus  a  greater  portion  of  limited  security  resources  toward  application  security

Have  a  much  higher  rate  of  successful  change  and  changes  are  delivered  more  quickly



Thank  you!


