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Amazon CloudWatch& (& ‘
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— Amazon EC2 ez rrae
— Amazon EBS WW m!
— Amazon RDS . — ‘ , ’3‘
— Elastic Load Balancing 7&& AutaSealing

EC2 s EqudWatnh

| I

Log
0S Log [ Application Log

Notification

http://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/DeveloperGuide/supported_services.html A
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Amazon CloudWatchd®dX hcUw 2O X (EC2)

CPUUtilization
CPUCreditBalance
CPUCreditUsage
DiskReadBytes
DiskWriteBytes
DiskWriteOps
NetworkOut
Networkln
StatusCheckFailed Instance

\l
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StatusCheckFailed
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Amazon CloudWatch h XA LA BMNIUYV IR
« EBEXKNIYOIPSOBE A NI WO XEEZRD]EE

— AWS CLI®D"put-metric-data”. API Tools®>”"mon-put-data”. &L
(X"PutMetricData” API T —4~ & &ix

- BAXHIPERELT, HTTP GET(?."SKB\ HTTP POST(340KB. 1D
PutMetricData ) T X MZ2057-—4

S aws cloudwatch put-metric-data —metric-name RequestLatency\
--namespace "GetStarted“\
--timestamp 2014-10-28T12:30:00Z\
--value 87\
--unit Milliseconds\

S aws cloudwatch put-metric-data --metric-name RequestLatency¥
--namespace "GetStarted“¥
--timestamp 2014-10-28T12:30:00Z\
--statistic-value Sum=60,Minimum=15,Maximum=105,SampleCount=5

https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/DeveloperGuide/publishingMetrics.html amazon
webservices
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Hat SiitH

Minimum EESN IR SRS B MET . COEFR T, FAM =2 a DB o — LD PO T TF HE TE

Maximum EESNIERRS o N B A T COfEFR O T P — e Omf U a— LD 7o T TR TR 7.

Sum EYT Ay S ATNESNE TATHEFHET . ZOMEH . Ao P25 F U 2 — LFHER T 20 S5 E T

Lverage ETELI- AR Sun/ZampleCount METT . JOFENE Minimun HL0F Maxinum SHEETD 28T AU SAOEE, BLUFSERERS N0 Minioum &

Maximum |EL ERHBRTE £, CORE L. SEICEUTL DU REEER D AF I ERDOI CI¥ 5 E .
SampleCount  HEHEE TERTL T AR MDD EL T,

« AKNJUYIRFT—HDREI2ERBET
— 2B HREFTDHE(E. get-metric-statistics T —4ZEUE UBIDIZBPRICRE L TH

A\

« T /5’1% = RIE (FERAE C 10 fE R
- Z<OY—EXTIHMEB/. SHEROEDEHD

http://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/DeveloperGuide/cloudwatch concepts.html
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CloudWatchFIHA A— FEEXA MUY O XEER
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Amazon CloudWatchZ 5> J=3E;5E51R :
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Amazon EC2 Auto Recovery :
« EC2OBEHFEIH o

— EC2A >R ANE L TLBAWSS T/ (CREED

EEUCHZSC. BEICEC21 > XY > X1EIRT DHEE.
o RV ND—DiEkimK
¢ SRTFTLEBREKX
« VNEIRX bODEE

o« WIHITDBARARAIARSIAT

_ C3, C4, M3, R3, T2A > AR
« VPCRADA > XS X

— ECQ2US53IwOlEkmE

_ )\— ROTFEEA DRSS RTERMIS
« EBS-Backed-1 > X5 > XD+

http://docs.aws.amazon.com/ja jp/AWSEC?2/latest/UserGuide/ec2-instance-recover.html
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* Latency

* BackendConnectionErrors
* HealthyHostCount

* UnHealthyHostCount

* RequestCount .
ELB * HTTPCode_ELB_5XX Amazon .
* HTTPCode_Backend_4XX RDS .

CPUUtilization *  WriteThroughput
FreeableMemory <+ Writelatency
SwapUsage * DatabaseConnections
FreeStorageSpace °* BinLogDiskUsage
DiskQueueDepth

ReadlOPS

ReadThroughput

Readlatency
NetworkReceiveThroughput
NetworkTransmitThroughput
WritelOPS

http://docs.aws.amazon.com/ja_jp/ElasticLoadBalancing/latest/DeveloperGuide/US MonitoringLoadBalancerWithCW.html

http://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/DeveloperGuide/rds-metricscollected.html

,IIII
I amazon
web

services


http://docs.aws.amazon.com/ja_jp/ElasticLoadBalancing/latest/DeveloperGuide/US_MonitoringLoadBalancerWithCW.html
http://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/DeveloperGuide/rds-metricscollected.html

RDSODIREE=S U >4 (MySQL 5.6, MariaDB, Aurora)
+ CPU. XEYU, TZAILZRTLRY  |wmwew JUE ;
4 RUOREDSORBRBA MY | 72 w5 w

O cached I Free

[ system @15 min [ Bufiered Ol committed
A} Y
/‘ 7 2 D\HRIE A I =1 D Guest [ Total
\3 H b Flira [Flwriteback
Dlwait Oinactive
2 \ Didle Doirty
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CloudWatch Dashboard

& |
I
1=
CloudWatch

| Dashboards NEW

MyEC2-Dashboard

Alarms
INSUFFICIENT

Billing
Events NEW

Rules
Logs
Metrics

DynamoDB
EBS

EC2

ELB

ES

Events
Lambda
RDS

JCHODIEANIYVIOR FWE 1R—

MyEC2-Dashboard - Actions ~ Add widget
CPUUtilization CPUCreditBalance, CPU...
0.9 140

0.032 d cAAAAAAAAAAA NA
T

T T 1
02:00 03:00 04:00 72

I T T
M i-9b7e1a3e M i-84781c21 02:00 03:00

M i-979c8564 (docker-ec2) Ml i-280d698d
M i-96e19e33 (Windows-CWL)

DiskReadBytes, DiskWrit...

1.0 1.0 1.0

0 0 0

M i-96e19e33 (Windows-CIll i-96e19e33 (Windows-C
W i-979c8564 (docker-ec2)ll i-979c8564 (docker-ec2)

DiskReadOps, DiskWrite...

) T T T 1 ) T T
02:00 03:00 04:00 02:00 03:00

1M i-280d698d DiskWriteOpll i-9b7e1a3e DiskWriteBy!
M i-9b7e1aBe DiskReadBylll i-84781c21 DiskWriteBy!
M i-84781c21 DiskReadByiW i-979c8564 (docker-ec2)

1M i-280d698d DiskReadOdlll i-280d698d DiskWriteOp
M i-9b7e1a3e DiskReadOplll i-96e19e33 (Windows-C
M i-96e19e33 (Windows-CIll i-979c8564 (docker-ec2)

~AMF BT RE

Save dashboard

StatusCheckFailed, Statu...

0.04 1.0 1.0

0 0
I T T 1
0 02:00 03:00 04:00

M i-84781c21 StatusCheck i-84781c21 StatusCheck
W -979¢8564 (docker-ec2)ll i-979c8564 (docker-ec2)
M i-96e19e33 (Windows-C' | i-280d698d StatusChect

Networkin, NetworkQut

1.0 1.9k 2.1k

0 60 ! . . - 28
02:00 03:00 04:00

M i-9b7e1a3e Networkin [l i-979¢8564 (docker-ec2)

[ i-84781c21 Networkin [l i-84781c21 NetworkOut

M i-979c8564 (docker-ec2)ll i-280d698d NetworkOut




Amazon CloudWatchic &3 X FDEER

. Billing)7 = — LA%TE
BNt A CloudWatchEEfR
—EREEZBRDET S —ALAX—)LEINHE]

Jun{4

i

Jun-2

i

Juk18

Aug-08

i

Aug-31

I

Sep-22

«

Nov-05*

Alarm Threshold

Provide the details and threshold for your alarm. Use the graph on the right to help set
the appropriate threshald.

Name: | Billing Alarm

Whenever charges for: EstimatedCharges

ist | == v |USD§ 100

Actions

Define what actions are taken when your alarm changes state.

Notification Delete

Whenever this alarm: | ctate s ALARM v

Send notification to: | select a notification list ¥ | Newiist Enteriist @

+ Notification | + AutoScaling Action

Alarm Preview

This alarm will trigger when the blue line goes
up to or above the red line

EstimatedCharges == 100

300

e

200

100

0
410
08:00

412
08:00

4114
08:00

Namespace: AWS/Billing
Currency: |Jsp
Metric Name: | EstimatedCharges
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Name © AVRIVEA AVAIVAG - PRAGEUTA AVARIVADY: AF=FARFxi PI-LOAT- IKTYYJDNS
Dear Amazon EC2 Customer,
@ Servert =XXXXXXXX  t2.micro ap-northeast-1c & running 9 220Fzx.. &KL %

Server 2 ImX000KK - 2.micro epnotheastia @ running 8 20Fx.. &L " We have important news about your account. EC2 has detected degradation of the
AYRY Y A: | i-xxxxxxxx (Server 1) X7 7 DNS: ec2-xx-xx-Xx-XX.ap-northeast-1.compute.amazonaws.com |_B-N=] Llﬂdefi'_‘flng hﬂrﬂmf;ﬂ hﬂstlng ﬁﬂE_ ar maore ﬂf }'ﬁUrAm-aZDn EC2 instances in the
. ap-northeast-1 region, Due to this degradation, your instance(s) could already be
A V51701V RE VAR AISETR0IA S000UTCHO B Y S A PHFRENTOES, (G unreachable. Running instances will be stopped or terminated after XAWK Al

UTC on YYYY-MM-OD. The affected instances are listed below:
BB 27-9RFrvs  E=4UVY | 97
AVAIVAID i XXXXXXXX IX7Y Y DNS ec2-XX-XX-XX-XX .ap-northeast- e P
1.compute.amazonaws.com

AY292A00 by 17uze You can see more information on your instances that are scheduled for retirement in
AVAIVRI47 t2micro ElasticIP -

s . D the AWS Management Console
774R=hFDNS  ip-XXX-XXX-XX-XX.ap-northeast- PRAFEYT4—=)—> ap-northeast-1c ) i

1.compute.intemal (https:ficonsole.aws. amazon. comfec2i2/home? region=ap-noheast-1#Events)

774R—hIP ¥aUF1«IN-7 =IO

wHYFUTFAR=hIP Eaahauns gt Frantuas~y i fanzs]

AMI ID i-hvm-2015.03.0.x86_64-gp2
ZANY: TRTDIVY=RAIAT ~ PRTDARYIIAT v MRPREFE ~ 'y X 1WRI~
A B RXXEAKAR L1_J-]

PRASEYF 4=V~ apromnesst.ic

http://docs.aws.amazon.com/ja

ip/AWSEC?2/latest/UserGuide/monitoring-instances-status-check sched.html
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http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/monitoring-instances-status-check_sched.html

AT FIAAN> FDER

~N ~ NN = aws ec2 describe-instance-status —-instance-ids i-15a4417c

{

(C(ZCLI/APIAMER! R

"InstanceStatus": {
"Status": "ok",

_ ECZ "Details": [{

"Status": "passed",

« describe-instance-status [Name": "reachability"
(CLI) N ]
. "AvailabilityZone": "us—west-2a",
« DescribelnstanceStatus “Instanceld": “i-1a2b3cdd,

"InstanceState": {

(API) "Code": 16,

"Name": "running"

}

- RDS "éystemStatus": {

"Status": "?k",
. . "Details":
 describe-pending- ftatusr: vpassed

maintenance-actions (CLI) jName"3 "reachability"

« DescribePendingMaintenanc Ap— []
eActions (API) ;

"Code": "instance-stop",
"Description": "The instance is running on degraded hardware",
"NotBefore": "2015-05-23T700:00:00.000Z"
}
1
1
}
,ﬁll
I amazon
webservices
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AWS Service Health Dashboard ©
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amazo
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N¥ webservices SERVICE HEALTH DASHBOARD

Amazon eb Servies  Service Health Dashbo ard

Gurrent Status - ax 16,2015 PDT

™ Contact Us
Morth America South America Evrope Asia Pacific
Apr 29 Apr 23 A 27 fipr 26 fpr 25 fpr 24 A2z 3D it
Ourrent Status Details Rss
) @ @ ) ) @ @ @ Amazon Chudfront Service s eperating normaly [~
Amazon CloudFront @  Amazon Chudsea ch (Singspore) Service s eperating o mally 5]
) - p p p @&  Amazon Chudsea ch (Sydney) Service i eperating normally 5]
Amazon CloudSearch (Singapore) @ a 0 0 0 Q a
&  Amazon ChudSear ch (Tokyok Service & operatig normall 8
p P P a Amazon CloudWaich (Sheapore ervice is operatine normal
Amazon CloudSearch (Sydney) @ -@ -@ o o -a .a (] (5w apore) s peratine iy =)
@  Amazon Chudiistch (Sydney) Servioe & operating normaly 5]
Amazan CludSearch (Tokyo) (V) (] (V] (V] (V) (] & @ Amazon Chudlatch (Toko) Servise i sperathy normaly [
@ Amazon DnamaDE (Singapore) Service & operating normaly 5]
Armazon Gloudiistch Gineapored V] (] (/] (V] (V] (] (/] @ Amazon DynamnDE (Byaney) Sa1vbe s cparathe normall 5]
@  Amazon DynamaD (Takyo) Service & operating normaly (5]
p p p p p p p
Amazon Glhudibstch (Sydney) (V] (V] (V] (V] (V] (V] & @  Amazon EG2 Container Servie (Tolyo) Sarvice & aperating normaly (5]
@  Amazen Ehstic Compute Chud (5 heapare) Service is operating normally 8
P @ @ P P a p
fmazon Cloudiisteh (T skysl V] ] @ V] V] V] V] @ Amazon Elasti Conpute Goud (Syiney) Service & aperating normaly (5]
P p P p @ Amszon Elast Compute Ohud (Tokyo) Service s aperating normaly (5]
Amazon [ynamoDB (Singapore) @ a 0 0 0 Q a
@ Amazon Elast Load Balncine (Sineapore) Service & eperating rormally (5]
@  Amazon Elastic Load Balncine (Sydney) Servics & cosratig normally (5]
h tt D: / / St atu s.aws.amazon.com / ©  Amazon Elsti Load Balmoins (Tokso) Servie & aperatig rormaly [5)
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OJF=AYU> DA A—->
. DJWBREALRZ>T EOD Ay~ (UTF-8) THIE

.1—' AWS ~ B2 -~ | EC2 CloudWatch CloudTrail = Config
Hoiati—F 047 )L—=> > Windows-Log-Group D AMJ—4y > i-cbe78721 DX /k
FI—L4
) & @
TE @ BB | 2015/04/27 06 :/02 : 37 O—hl (GMT+09:0 v | = K € > 3l
oK 9 | ftesm T 5
2015-04-27 06:02:37 UTC+9 v [System] [Information] [7086] [Service Control Mamager] [WIN-EHGRATORDMN] [Windows Modules Installer th—EAI3 SEiTh RRBICIBITLE L. ]
2015-04-27 06:04:42 UTC+9 v [Eystem] [Information] [7038] [Service Control Manager] [WIN-EHGRATORDMM] [Windows Modules Installer H— 213 Sk FEICBITLELE. ]

*Hyoa 2015-04-27 06:04:42 UTC+9 v [Eystem] [Information] [7038] [Service Control Manager] [WIN-EHGRATORDMM] [Windows Modules Installer H— 213 Sk FEICBITLELE. ]
iﬁﬁaﬂﬁ:ﬁ'hbzo 2015-04-27 06:06:35 UTC+9 v [Systen] [Information] [7038] [Service Control Manazer] [WIN-BHGRATORDMN] [Windows Modules Installer +r—ER13 ST HBEICHRITLE LR, ]
f\fﬂmoDB 2015-04-27 06:06:35 UTC+9 v [Systen] [Information] [7038] [Service Control Manazer] [WIN-BHGRATORDMN] [Windows Modules Installer +r—ER13 ST HBEICHRITLE LR, ]

EBS 2015-04-27 06:10:05 UTC+9 v [Svstem] [Information] [7036] [Service Control Mamazer] [WIN-BHGRATORDMM] [Windows Modules Installer th—E213 {Fib SABICHTLE L. ]
EC2 2015-04-27 06:10:05 UTC+9 v [Svstem] [Information] [7036] [Service Control Mamazer] [WIN-BHGRATORDMM] [Windows Modules Installer th—E213 {Fib SABICHTLE L. ]
Lambda 2015-04-27 06:38:28 UTC+9 v [System] [Infarmation] [7038] [Service Control Managzer] [WIN-EHGRATORDMNI [WinHTTP Web Proxy duto-Discovery Service th—EZIE {F1k RHRICIEITL E Lo
Redshift 2015-04-27 06:57:57 UTC+9 v [System] [Infarmation] [7038] [Service Control Managzer] [WIN-EHGRATORDMN] [WinHTTP Web Proxy duto-Discovery Service th—EZI3 FiToP HREECHETLH
SNS 2015-04-27 07:25:00 UTC+9 v [Svstem] [Information] [7036] [Service Control Manazer] [WIN-BHGRATORDMM] [WinHTTF Web Prowy Auto-Discovery Service H—E 213 {81k KERICIEFTL E L
s5Qs 2015-04-27 O7:25:00 UTC+9 v [System] [Infarmation] [7038] [Service Control Managzer] [WIN-EHGRATORDMNI [WinHTTP Web Proxy duto-Discovery Service th—EZIE {F1k RHRICIEITL E Lo
HASLA TR Y 2015-04-27 08:02:45 UTC+9 v [System] [Information] [F026] [Service Control Manager] [WIM-BHGRATORDMW] [WinHTTP Web Proxy duto-Discovery Service Th— 213 7o RERICIETIL £

2015-04-27 08:23:38 UTC+9 v [System] [Information] [7036] [Service Control Manager] [WIN-BHGRATORDMM] [Windows Modules Installer tr— BT SEfTHR AREICIETLE L. ]
2015-04-27 08:25:39 UTC+9 » [System] [Information] [7036] [Service Comtrol Manager] [WIN-BHGRATORDMM] [Windows Modules Installer Tr— 21T {Sik HEBICIHETLELE. ]
2015-04-27 08:31:17 UTC+9 ¥ [System] [Information] [F036] [Service Control Manager] [WIN-BHGRATORDMM] [WinHTTP Web Prowy Auto-Discovery Service H— 2|3 (Tl REEICHEITL E L
2015-04-27 09:05:23 UTC+9 v [System] [Information] [F036] [Service Control Manager] [WIN-BHGRATORDMM] [WinHTTP Web Prowy Auto-Discovery Service H— 2|3 S|iTH (REEICIETL £
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Log Group

Log Stream

I G W I R

Web Server

i-1234501

I G W I R

i-1234502

I G W T R

1-1234503

Log Event

04 kerne1: inklog 5.8.10, log sauree @ Jproeshast started.

o4 eerslond: forigin softaares
ot kernel: [ 0.000000) Initiat

Toid” subersion="5.6.10 e

caroun sibyrs couset

o4 kernut: [ 0.000000) It ializing caroup sbsrs oo

06 kel | 0.000000) Initalizing caroun subavs couacet

128854 (vackbu | 1 8tgobi-hul 1664003 (
urd s roeteLIBEL) cansalesttyi

5 06 kerne! [ 0.000000) Linur version 3.10-42:921 5.0
MOTAAT20HUTCH  vdul 28 050700 ig10-0-10-108 kermel [ 0.000000)
201072412056 UTCHY  »dul 24 05:07:00 ipe10-0-10-108 kernel: [ 0.000000) o620: B10Gegrovided hysical RAY map
214074172056 UTCH  oul 24 0F0700 ip-10-0-10-108 kernal2 [ 0.000008) BIGS
24072412056 UTCH) 000 p-10-0-10-104 korew | [ 0.000000) B10G-o82

00000000E0000000-DOLOICOO000H 1] ussble

00000000EONS6000-DHOIOONNIHE 1] resorved

104 kernel: inklog 5.8.10, log source @ forucshasg starl
104 reysiopt: (origin softeare="rsyslogd” subersion="5.8.10" x-pid="1331" xeinfo="htp://ave. ey
104 kernel [ 0.000000) Initializing corcup sbsys couset

104 kernalz [ 0.00000) Initializine caroup sbsys cou

104 karne |2 [ 0.000000) Initializing carowp sabsys couasst

e 104 kerme 12 [ 0.000000) Linux version 3.10.40-50.165.man1 b6 64 (vockbul | ébgobi-bul I4-6443) (

2M0TAT20HUTCH  vdal 24 05:07:00 ip-10-0-10-108 kernel | 0.000000) Coanand i
M0T2T2056UTCH  »dul 24 05:07:00 ipe10-0-10-108 kernelz [ 0.000008) 8620: B105pravided hysical RAY wa
4074 T20UTCH  iul 24 GHOF00 ig-10-0-10-104 kerne 13 [ 0.000000) BIGG- 20
NMOTHITNBUTCH il 28 030700 10-104 karowl [ 0.000000) BIS- 032

LzLIEELs/ consolesttyS0

1 CH00000000EONOO000- DOMOUCOODDORSA 1] usible

Q0I000NDO00S0000-D:D0000ICONNAFE! ] roserved

04 keroel: Inklog 8.0.10, log saurce = forocshasg starled.

J 04 reveloat: (oriain sof tnares"rarslond” selersion="S..107 vepide"I3807 weinf o= hte3 owe iy
04 kornel2 [ 0.00000) Initializing exreup subs couset

ot karoe12 [ 0.00000) Initiaizing carop sy cou

04 kernel2 [ 0.000000] Initlal
14T AT20HBUTCH vl 28 050700 ie10-0-10-106 kerne = [ 00000000 Linue version $.10-40-52.145.qman1 466 54 (ke | ébandi-bui 1-64008) (
HMOTZATROHUICHY  vdul 20 880100 ipe10-0-10-100 hareal: [ 0.00000)
HMOTZITZOSRHUTCHY  vdul 24 Q50T00 ise10:0-10-100 ernels [ 0.00000) et 810eprovided pysical AN map
DT ATHBUTCH  vdul 24 BROT00 ip-10-0-10-108 kerewl2 [ 0.00000) BIE-4520: [
T2 TR UTCH) AT 5100 10-104 erowl | 0.00000) BG4

Ing carmn ssbivs counsel
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 CloudWatch LogsldO &k AIRTF Ol &E

Log Groups

Create Log Group

Log Groups
O CloudTrail-virginia
O Linux-Secure-Logs
O Linux-Sysytem-Logs
O Windows-Log-Group
O Windows-3QL-Logs

Delete Log Group

Expire Events After
MNewver Expire
Never Expire
Newver Expire
MNewver Expire

| Mever Expire

Never

1 day

3 days

5 days

1 week (7 days)

2 weeks (14 days)

1 month (30 days)

2 months (60 days)

3 months (90 days)

4 months (120 days)
5 months (150 days)
6 months (180 days)
1 year (365 days)

13 months (400 days)
18 months (545 days)
2 years (731 days)

5 years (1827 days)
10 years (3653 days)

Metric Filters
1 filter
0 filters
1 filter
0 filters
0 filters
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CloudWatch Logs Metric Filter

« FIENFSDHIR

—

O

UKD 775 — LMERKH BT EE

Create Metric Filter and Assign a Metric

Filter for Log Group: /var/log/messages

Log events that match the pattern you define are recorded to the metric that you specify. You can graph the metric

and set alarms to notify you.

Filter Name: | error

e— “error”’ W\ DX FHIZESHR

Filter Pattern: | error

Metric Details

Metric Namespace:  LogMetrics

€ Select existing namespace

Metric Name: | error]

I Metric Value: | 1

“error” EWL\DOXF5|DHIR
" [E1ZK
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AWS CloudTrail & (&

BE
« AWST7HD> NN I1I-—YDEEZzOF>2T I H—EX
« JL—KT7HD> N IAMA—HYDAXRL —23>% howvF> T
. S3COF>T5F—H%RF
« CloudTrail O J 7 1 I)LIFIES{E =NS3(CIRTFE (SSE)

- gzE\ TR .
. CloudTrail B3R AP| cauaﬁéemﬁ‘ﬁ API ca“({{%ﬂkﬂ
SNsa’y“EODﬁ,m

« Amazon S3/SNSOERARIESHNNE

Services v

U LEL  Create Folder | Actions v None Properties
/ CloudTrail / us-west-2 / 2013 / 11 / 03

\ 4

All Buckets / fmrinc-cloudtrail-bucket / AWSLogs /

Name Storage Class Size
@ 123456789012_CloudTrail_us-west-2_2013-11-03T21:40Z_63QlcV3Qp2609sCL json.gz Standard 1KB
[ ] m 123456789012_CloudTrail_us-west-2_2013-11-03T21:457_EseusVUTTNiEe8|S json.gz Standard 12 KB
[ 123456789012_CloudTrail_us-west-2_2013-11-03T21 502_TCCOSQIEYDGIT8 json gz Standard 11 KB A mazon S 3 A mazon S N S
Standard 1.1KB

@ 123456789012_CloudTrail_us-west-2_2013-11-03T723:00Z_sGNVFOFjbKFipOrh.json.gz
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AWS CloudTraillc&bOF>ocNd1IAR> b
API call Event Non-API call Event

=

e Hik— N U—EXWSFEITNDAPI « 1—YHOHBA>A4> 7O5714E57A

% StartInstances o AWS YR X> OV —)L

< CreateKeyPair o AWS 4 XHhvES3> TA—
S JAN

(
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b
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=
A

w's

o

iIrramazon
vices

epser






CloudWatch775—A CloudFormation>>J'L— bk
CloudFormationz= D>z XA MU wW T T4 )LFDEEN

[
4

"AWSTenplateFormatVersion” "2010-09-0%8",
"AWS CloudTrail API Activity Alarm Template for

(]

"Description"
CloudWatch Logs™,
4 "Parameters"

S5~ "LogGroupHame"

6 "Type" "String”,

T "Default" "CloudTrail/DefaultLogGroup"”,

i} "Description" "Enter CloudWatch Logs log group name. Default
iz CloudTrail/DefaultLogGroup"

9 b

10~ "Email"

11 "Type" "String",

12 "Description" "Email addrezs to notify when an API activity
has triggered an alarm"

13 ]

14 ¥,

15~ "Resources"

16~ "SecurityGroupChangesMetricFilter":

17 "Type": "AWS::Logs::MetricFilter™,

18~ "Broperties":

" LER T = " PN F o -

Filter Name:

Filter Pattern:

hetric
Metric “alue:

Alarm:

CloudW ate haAlarm-Cloud Trail-
AP1Ae tivity -
ConsoleSigninFailures Metric Fitter-
ASPVKU3DSSER

{ (E.eventhame = ConscleLogin) && (S.erroriessage =
"Failed authentic ation™) }

CloudTrailMetrics / ConscleSigninFailureCount

1

Create Alarm & €3

CloudTrailConsoleSigninFailures # O

Filter Mame:

Filter Pattern:

CloudWatc halarm-CloudTrail-

AP 1A tvity-

EC2Instanc eChanges Metric Filter-
1Q1TJKE42TSGF

{ i%.eventiame = Runinstances) || (S.eventName =
Rebooctinstances) || (S.eventhame = Startinstances) ||
(S.eventMame = Stoplnstances) || (5.eventName =
Terminateinstances) }

Create Alarm g €

Metric: CloudTrailetrics /) EC2InstanceEventCount
Metric “alue: 1
Alarm:  CloudTrailEC2Instanc eChanges =]
Fitter Mame: CloudWatc halarm-CloudTrail- Create Alarm j 0

Filter Pattern:

Metric:
Metric “alue:

Alarm:

AP1AC vty -

ECZLargelnstanc eChanges Metric Fitte:

-V ZD0Y X 80SA20

{ ((5.eventhame = Runinstances) || (S.eventhames =
Rebootinstances) || (S.eventhame = Startinstances) ||
(S.eventMame = Stoplnstances) || (5.eventMName =
Terminatelnstances)) &&
((S.requestParameters instanc eType = * Bxlarge} ||
(S.requestParameters instanceType = * dxlarge)} }
CloudTrailletrics | EC2Largelnstanc eEventCount
1

CloudTrailE C2Largelnstanc eChanges & O

http://aws.typepad.com/aws japan/2015/03/cloudtrail-integration-with-cloudwatch-in-four-more-regions.htmi
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CloudTrail API lookup - YA~ A> M
- BER7HBEOBEHRIFER NUMNS

API activity history

Look up API activity related to creation, modification and deletion of resources in your AWS account in the last 7 days. Filter using one of the attributes to
troubleshoot operational issues or security incidents.

Filter: | Select attribute

Event time

» 2015-12-21, 01:18:28 PM
» 2015-12-21, 01:18:27 PM
» 2015-12-21, 01:17:03 PM
» 2015-12-21, 01:16:23 PM
» 2015-12-20, 01:26:07 AM
» 2015-12-20, 01:26:07 AM
» 2015-12-20, 12:50:43 AM
» 2015-12-20, 12:46:34 AM

b 2015-12-20, 12:40:39 AM

Enter lookup value

User name

sakatoku

sakatoku

sakatoku

sakatoku

sakatoku

sakatoku

sakatoku

sakatoku

sakatoku

MR P

Time range: Select time range

Event name

CreateTags

Runinstances

Terminatelnstances

ConsoleLogin
Runinstances
CreateTags
DetachUserPolicy
PutRolePolicy

AttachUserPolicy

Resource type

Ami and 7 more

Instance

Ami and 7 more

Policy and 1 more

Policy and 1 more

Policy and 1 more

V=)l

=

HE

i

Resource name

ami-{ and 9 more

ami-. and 9 more
i-¢

arn:aws:iam::i
oneClick_CloudTrail_ClI...

arn:aws:iam::

'lll
amazon
web

services



CloudTrail API Y >2J' )L (RunInstance)

v  2015-12-21, 01:18:27 PM sakatoku Runinstances Instance and 7 more i-! and 9 more
AWS access key Event source ec2.amazonaws.com
AWS region ap-northeast-1 Event time 2015-12-21, 01:18:27 PM
Error code Request ID d1bb5747-dd13-48b1-a5e7-647bfb1d4ed7
Event ID 7c9f7210-a336-42bc-b94a-03cafacb0c61 Source IP address 27.0.3.145
Event name Runinstances User name sakatoku

Resources Referenced (10)

ami-1 i=! my_ eni-
Ami Instance KeyPair Networkinterface
mysg4win sg- subnet-( VpC-i
SecurityGroup SecurityGroup Subnet VPC

arn:aws:iam::(
InstanceProfile profile/AWS_Admin

InstanceProfile

View event
amazon

webservices



CloudTrailDSRED T ! o)

o CHIAIBITDINTDOY—232(C8D V)W U TEIE

Create Trall

Trail name* | CloudTrail-All-Regions

Apply trail to all regions © Yes  No (i)

Create a new S3bucket © Yes  No

S3 bucket* | cloudtrail-all-region-bucket (i ]

Log file prefix [i]

Location: /AWSLogs/675837846150/CloudTrail/us-west-2

http://aws.typepad.com/aws_japan/2015/12/aws-cloudtrail-update-turn-on-in-all-regions-use-multiple-trails.html - ..:'-5?“ azon
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Amazon Elasticsearch Service o

« Elasticsearch VS X 2B CTRE| TETDAVR—
Ro—EX $ EosicaRoduce

<= Data Pipeline
- ¥ 95&;&&9 D7A-ISHT D AL

+ KibanaMAAHAFNTEHE D, BIBICT—HFDES 1T |2z

Elasticsearch Service

— N Elasticsearch 35 24— MFEfT LA T— 1T
W
j/]/;((Q% g C %5 i Kinesis

=F Cod F-R3R - LDUT IR LT
= lMachine Learning

¢ 3__6‘ (:E/_?.'i IJ — >“ 3 \/t“ E*Uﬁﬁﬁjﬁg W T VGREITRT- TS - D ey RS

TR )

CIoudWatch Logs Elasticsearch Service

& .l'l'l
ffrramazon
web

s services



Count

]

]

KibanaZ{#E> =02 DaIA{t

1k
500
U|I|II||II|I|I|I I
1400
Time v

Decerber 25th 2015, 00:58:03.000

Decerber 25th 2015, 00:58:03.000

December 24th 2015, 13:01:35.398 - December 25th 2015, 01:01:35.398

19,154 hits

18:00 18:00 20:00

@timestamp per 10 minutes

16:00 17:00 2100

A

_source

2200 2300 00:00

srcaddr: 172.31.8.175 dstport: 59250 start: 1450972683 dstaddr 172.31.0.164 version: 2 packets: 1
protocol: 17 account_id: 675897846150 interface_id: eni-4e229939 log_status: 0K bytes: 187 srcport: 53
action: ACCEPT end: 1450972737 @id: 32357772093611345919090088375315554887440576385533214764
@timestamp: December 25th 2015, 80:58:03.000 @message: 2 675897846150 eni-4e229939 172.31.8.175 172.3

1.0 164 53 59750 17 1 187 145AQ72AR3 1450977737 ACCFPT K @owner R75R9784R15A ®loa aroun: defaultvnc-f

srcaddr: 172.31.0.164 dstport: 389 start: 1450972683 dstaddr: 172.31.8.175 version: 2 packets: 1

protocol: 17 account_id: 675897846150 interface_id: eni-4e229939 log_status: OK bytes: 211 srcport: 63250
action: ACCEPT end: 1450972737 @id: 32357772093611345919090088375315554887440576385533214769
@timestamp: December 25th 2015, 80:58:03.000 @message: 2 675897846150 eni-4e229939 172.31.0.164 172.3

1.8.175 #3750 389 17 1 711 145M077683 1450072737 ACCFRT DK @owner

F7580784A158 @lnn aroun: defaultvnc-
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Splunk App for

IAM Activity

AWS Reglon Account [D

All @ v  DJ00S60167I8 Q-
Events|Errors Ll IAM Actions

Removel...mGraup
RemoveRa..Prafile

161 e
_— e AN
PutGroupPolicy \
7 OeletelUser
DeletefolePolicy
o

DeleteLoginerofile

Deleteins. .ceprafiie

Authorized vs. Unauthorized Activity Lol
eventName Unauthorized Authorized
AddRoleTolnstanceProfile 0 1

2 AddUserToGroup [ T

3 CreateAccessiey 0 7

4 CreateGroup 0 6

5 CreatelnstanceProfile 0 1

©  CreateLoginProfile [ 3
CreateRole 0 13

8 CreateUser 0 15

WA 123 4 R

ERAXk

woi R IAM Activity

75
AdeRoleT...aProfile

CreateGraup
Crextelns._ceProfle
CreateLoginPrafile
CreaeRole
Cresteliser
DeleteAcessey

1AM Activity

DeleteGroup

Detailed IAM Activity

eventName

UpdateAssumeRolePolicy
PutRolePolicy

CreateRole

PutRolePolicy

5 UpdateAccessKey
UpdateAccessKey
AddRoleTolnstanceProfile
RemoveRoleFrominstanceProfile

-

@

F1NE—%—T—F

98

eventTime

201408-05T12:18:33Z
201408-02T16:01:22Z
201409-02T1557.352
201409-02T15:57:352
201408-15T13:05:252
201408-15T13:0531Z
201408-13722:36:00Z
201408-13722:36:34Z

1A S 18
2015
Time

sourcelPAddress am

£0.169.198.86 armaws:iam:090066016798r00t
108.50.157.3 armaws:iam: 09006601 6738:r00t
108.50.157.3 arnaws:iam: 0900660679800t
108.50.167.3 am:awsiam: 090066016798 00t
162.234.183.101 armaws:iam:090066016798r00t
162.234.183.101 armaws:iam: 09006601 6738:r00t
108.50.157.3 arnaws:iam: 0900660679800t
108.50.167.3 am:awsiam: 090066016798 00t

Splunk App for AWS

&R EEv + &

0 AddRoleTol...ceProfile
‘AddUserTaGroup
B Creainstanceprofile

CreateRale
Createuser
DeletelnstanceProfile
I Deletehole

10 pelereRolepolicy

W omHeR

I putiolepolicy

I RemoveRol., ceProfile

userName
NiA
N/A
NiA
Ni&
NiA
N/A
NiA
Ni&

6 7T B 9 10 RAs

QR —F

splun

host="ip-10-170-32-235" sourcetype="aws:cloudtrail” eventName=DeleteInstance®

9 #ED-{ 2 - (15/05/28 5:40:52.000 & D §i)

i KA
> 15/02/03
15:18:26.000

ARYH
(0]

awsRegion: us-east-1

eventID: ecf14f7b-108a-4b8f-9533-ca08bd8bIeef
eventName: DeleteInstanceProfile
eventSource: iam.amazonaws.com

eventTime: 2015-02-03715:18:26Z

eventType: AwsApiCall

eventVersion: 1.02

recipientAccountId: 090066016798

requestID: e6654a76-abb7-11e4-b773-95f7278c3d47
requestParameters: { [+]

}

responseElements: null

sourceIPAddress: 173.63.70.227

userAgent: console.amazonaws.com
userIdentity: { [+]

}
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AWS Config& (&

i

AWSUY —XDLRE MUIBHRZEIEL. YUY — X@E&“E@W“%’
BEE. VY—XIBROEZEZBIIT D IINR— RY—EX

Configuration Stream

DY —XNMER. BB, FIT
(IBRRIER ZHIBR=N BT
(C. fERkEN. 8RR~ —
LlTEIMNEND

SNS b E v & nTEE

P8

Configuration History Configuration Snapshot
RTEERE. EROEEICH - HIDRA>bTOOA TP
(7B Y — XA T DR L—>3> 71457 LDEES
BERDES - HETTEEHMHGDLIIZE ~
Y —XDRTEEREZ. 18F D TYERR =1, Amazon S3
L712S3/\ 0w MNCRF [CTORANR—bEN3

PEDDSD

Snapshot @ 2014-11-12, 2:30pm

PP PP TS
®

DD

e
I amazon



UL—>3>3v7J
AT FRDAWSY Y — X D%
A EDEFERDBEN (CEIDZTEND

Example:
ttFa1 U5+ JIL—T"sg-10dk8ej” EEC2 A >RSP “j-123a3d9”

(FBEWCEERMRICHDET
= "u—_'

eyl

—E— —B

_H_

_ e
ffrramazon
8 webservices



AWS Config UL —>3>3wvD

B e

wfront-6171 cli/sdk/metadata

o 70—0 « &
Security wfront-6172 cli/sdk/metadata
AWS Config Group \ I

wfront-6173 cli/sdk/metadata
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AWS Configh'xisU CWLWBSAWSUY —X
« IREAWS Configh' it U TWWBDIETFEE5H—EX

bPeTEDY

Amazon EC2 Amazon VPC Amazon EBS
Instance, ENI... VPC, Subnet...  Volumes

AWS CloudTrail ~ AWS IAM
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IRE DB DS

EC2 Instance i-cbe78721

th
( 26 November 2014

6:38 PM

th
26 November 2014

6:49 PM T13PM

th
26 November 2014

th
26 November 2014
8:23 PM

o @

¥ Configuration Details

Amazon Resource Name
Resource type

Resource ID
Availability zone
Created at

Tags (1)

» Relationships

» Changes (8)

¢ ¢
EAREES

am:aws:ec2-us-east-1- [ NG instance/ G
AWS:EC2:Instance

us-east-1c

November 26, 2014 8:25 PM

W% Name:cwl...

JL—=>3>

Z

th
26 November 2014
8:28 PM

th
26 November 2014
8:30 PM

o @

8 Changes

Instance Type
Instance state
Private DNS
Private Ips
Public DNS
AMI D
Platform
Launch time
Lifecycle
Monitoring

November 2014
Mon Tue Wed Thu Fri

03 04 05
10 11 12
m3.medium 17 18 19
running 24 25 26

I
|

08 : 06 PM
|

Apply

ami-5¢17af34

windows
2014-11-26T11:25:36.0002
nill

disabled

06 07
13 14
20 21

>
01
08

15
2
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TerminateUz=1 > AP > AEMHER 0l 6

Resource inventory Status @

Look up existing and deleted resources recorded by AWS Config. View compliance details for each resource or choose the Config timeline icon to see how a
particular resource’s configuration has changed over time.

Resources ® EC2: Instance Resource identifier (optional)

v Include deleted resources

Tag Tag key Tag value (optional)

Choose the €@ icon to see Config timeline for a resource.

Resource type Resource identifier Compliance Config timeline
» EGC2 Instance i- Noncompliant with 1 rule «©®
» EC2 Instance i-72/Q3 798 Compliant 2e)
» EC2 Instance i- Noncompliant with 1 rule «®
v EC2 Instance i-02b0cff2 (deleted) - 70

©® i-02b0cff2 Deleted
Resource i-02b0cff2 was deleted on March 21, 2015 at 11:58PM
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oW
AWS Config Rules N

COMPLIANCE GUIDELINE ACTION
All EBS volumes should be encrypted Encrypt volumes
Instances must be within a VPC Terminate instance

Instances must be tagged with environment type Page developer



AWS Config Ruleslc &3 7RU > —iEE D

« AWS Config Rules
o« BEHLIARET)L—ILZFRICHEL. TORBITIADE
BARZEENMTHONTWLDINE)L—)UICHREVEHIT
v £ TOEBCRU 1—AHEESEESNTNSH

v EC2A R AM@ECHTTENTND M
v' Elastic IP address(EIP)\ 1 > XA > X(CTHYVFETNTLDH
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AWS Config Rules
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AWS Config Rules (AWS Managed Rules)

—"

7

- Managed Rules®iE%H

DN N N N NN

R 1 —LPES{EEN TN
CloudTrail BMERN(CIxD> TWLDH

EIP M775wFENTLDH

SSH D EMEER(SG)
EC2HVPCAI(Z/ERR =N TL\ DM

SO MMFHFNSNNBH

R— MHYETICERTE SN TULDH(SG)

encrypted-volumes

Checks whether EBS volumes that are in an
attached state are encrypted. Optionally,
you can specify the ID of a KMS key to use
to encrypt the volume.

restricted-ssh

Checks whether security groups that are in
use disallow unrestricted incoming SSH
traffic.

restricted-common-ports

Checks whether security groups that are in
use disallow unrestricted incoming TCP
traffic to the specified ports.

cloudtrail-enabled

Checks whether AWS CloudTrail is enabled
in your AWS account. Optionally, you can
specify which S3 bucket, SNS topic, and
Amazon CloudWatch Logs ARN to use.

ec2-instances-in-vpc

Checks whether your EC2 instances belong
to a virtual private cloud (VPC). Optionally,
you can specify the VPC ID to associate
with your instances.

eip-attached

Checks whether Elastic IP addresses that
are allocated for use in a VPC are attached
to EC2 instances.

required-tags

Checks whether your resources have all of
the tags you specify; for example, you can
check whether the 'CostCenter' tag is
present on your EC2 instances.

L
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AWS Config Rules (Customer Managed Rules)

Customer Managed Rules(iE

[TL]

*H

v Lambda functonz B4 CTYERK
v BREI(DIL—ILZEEIT D ENT]EE

v {Epk UTzLambda function®arnz)L—)UICR{T TS
> /)% 3#iR (Configuration changes or Periodic)

v MJAH—DFA1=

AWS Lambda function ARN*
(£ Create AWS Lambda function

Trigger

AWS Config evaluates resources when the trigger occurs.

Trigger type* Configuration changes Periodic ©

Rule parameters

Key Value

Key Value

Rule parameters define attributes for which your resources are evaluated; for example, a required tag or S3 bucket.
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AWS Config Rules Y%~ A

Rules

>bh3a2V-ib

Status @

Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes the results in the following

table.

© Add rule

Rule name
InstanceTypesAreT2micro
required-tags
cloudtrail-enabled

AWSSuperUserPolicyChecks

Compliance

1 noncompliant resource(s)
Compliant

Compliant

Compliant

v Edit rule

4

v%W NN,

7~
L=

Customer Managed

AWS Managed
AWS Managed

Customer Managed




AWS Managed Rules H>2J')L

required-tags

Description

Trigger type
Scope of changes
Resource types

Config rule ARN

Checks whether your resources have all the tags you specify. For example, all EC2 instances should have the CostCenter tag, is triggered by changes to
EC2 instance resource type.
Configuration changes
Resources
EC2 Instance

arn:aws:config:us-east-1:675897846150:config-rule/config-rule-vv6meék

I Parameters

tag1Key: CostCenter I tagiValue: null = tag2Key: null = | tag2Value: null = | tag3Key: null | tag3Value: null

Rule status

Last successful invocation at Dec 24 5:23 AM &

Last successful evaluation at Dec 24 5:23 AM &

Resources evaluated

Click on the €@ icon to view configuration details for the resource when it was last evaluated with this rule.

Resource type Resource identifier Compliance Config timeline

EC2 Instance I-78fe3198 Compliant «O

EC2 Instance i- Compliant «O
_ s
LZiramazon
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v

Resource type

EC2 Instance

Resource identifier

Rules applyingtoi-c .~ =

Name

InstanceTypesAreT2micro

required-tags

Compliance
Noncompliant

Compliant

Compliance

Noncompliant with 1 rule

Description

Evaluates whether EC2 instances are the t2.micro type

Checks whether your resources have all the tags you specify. For exa...

¥ Configuration Details

Amazon Resource Name
Resource type

Resource ID

Availability zone

Created at

Tags (2)

arn:aws:ec2:us-east-1: rinstance/i-cbe78721

AWS::EC2::Instance

us-east-1c

November 26, 2014 8:25:36 PM

I % CostCenter:4005 I % Name:cwl-sqlserver

I Instance Type

m3.medium I

Instance state
Private DNS
Private Ips
Public DNS
AMIID
Platform
Launch time
Lifecycle

Monitoring

stopped

ip-" Jinternal

null

ami-5¢17af34

windows
2014-11-26T11:25:36.0002
null

disabled

Config timeline

«©

Last evaluated state

«©

amazon

webservices
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